Following the liberalization of telecommunication markets in African States, and the increasing availability of wireless technologies and broadband capacity, the levels of Internet penetration and ICT access in
This phenomenal growth, which still continues into the future, 2 has been linked to factors such as the liberalization of telecommunications markets in African States, the widespread proliferation of mobile telecommunication technologies, and the increasing availability of broadband capacity. 3 However, the spread of ICTs and Internet penetration in Africa has also raised concerns over the need to promote cybersecurity governance and cyber stability in the continent. This need prompted the African Union to establish a regional cybersecurity treaty known as the African Union (AU) Convention on Cyber Security and Personal Data Protection, in June, 2014. 4 The Convention imposes obligations on Member States to establish legal, policy and regulatory measures to promote cybersecurity governance and control cybercrime. This paper analyzes the nature and scope of the cybersecurity governance obligations under the Convention, and also examines how the adoption of the Convention can promote cyber stability in the African region, as well as the challenges impeding the application of the Convention as a framework for promoting regional cyber stability in Africa. The paper identifies the slow pace of ratification by Member States and the absence of effective regional coordination as some of the major reasons why the Convention has not been effectively applied as a framework for promoting regional cyber stability. Accordingly, the paper makes a case for the establishment of a regional monitoring mechanism within the AU framework to improve the regional harmonization of cybersecurity governance frameworks, and harness the application of the Convention as a framework for promoting regional cyber stability.
The paper comprises seven sections. The first section, which includes this introduction, will provide a brief overview of the concepts of cybersecurity and cyber stability. The second section discusses the development of the AU Convention on Cybersecurity. The third section discusses the nature and scope of the cybersecurity governance obligations under the Convention. The fourth section examines the legal status of the Convention in the domestic legal order of AU Member States. The fifth section examines the prospects of applying the Convention as a framework for promoting regional cyber stability in the African region, while the sixth section examines the challenges impeding the application of the Convention as a framework for promoting regional cyber stability. This is then followed by recommendations and the conclusion.
DEFINING CYBERSECURITY AND CYBER STABILITY Cybersecurity is defined as

"the collection of tools, policies, guidelines, risk management approaches, actions, training, best practices, assurances and technologies that can be used to protect the cyber-environment and organization, as well as users' assets". [Vol. 12:2
enforcement organizations as well as the development of institutional capacities including the establishment of Computer Emergency Response Teams (CERTs) to provide critical services such as prevention and early warning, detection and management of cybersecurity incidents. The policy and legal aspects of cybersecurity governance deal with policy and legal measures that aim to promote cybersecurity. Legal measures are usually considered as probably the most relevant aspect of cybercrime control. 7 Such measures include the establishment of laws which prohibit acts that violate the security or integrity or availability of computer data and systems or networks and attacks against critical information infrastructure. It also includes legal measures to facilitate cross-border cooperation on cybersecurity, including the prevention, investigation and prosecution of prohibited acts.
On the other hand, the concept of "cyber stability" has been defined as "a geostrategic condition whereby users of the cyber domain enjoy the greatest possible benefits to political, civic, social, and economic life, while preventing and managing conduct that may undermine those benefits at the national, regional, and international levels". 8 It has been observed that this definition creates a basis from which to identify when stability is the goal and also to discern what is potentially relevant, useful, and strategic information about activity in the cyber domain from what is not. 9 However, cyber stability is also regarded an emerging concept that has not yet been developed as an analytic category. 10 Basically, the concept of cyber stability aims to promote the exercise of State responsibilities to address the security challenges of the information society. This particularly requires States to establish appropriate legal, policy and regulatory measures to protect cyber users and cyber infrastructure within their jurisdiction, and also ensure that cyber activities which are conducted within their jurisdiction do not cause harm to other individuals or infrastructure in another jurisdiction. Thus, the concept of cyber stability requires that States will establish cybersecurity Id. 10 Id.
governance measures including criminal laws such as cybercrime laws and regulations for the purpose of deterring persons within their jurisdiction from engaging in malicious cyber activities that will cause harm to other individuals or infrastructure in another jurisdiction. Apparently, the need to promote cyber stability arises from the increasing the interconnectedness of national information communication networks in different countries which has ushered in an age of network interdependence where the security of each country's network is also dependent on the actions of State and non-State actors around the world. Therefore, the concept of cyber stability requires States to maintain governance responsibility over cyber activities on their territory, and thus it enshrines elements of the international principles of trans-boundary harm and State responsibility. 
THE AFRICAN UNION AND THE DEVELOPMENT OF THE CONVENTION CYBERSECURITY
The African Union (AU) is an intergovernmental regional body that unites sovereign States within the entire African continent. 13 The AU was established in 2001 to replace the Organization of African Unity 14 and its headquarters is located in Addis Ababa, Ethiopia. Currently, the AU comprises 55 sovereign African States. 15 The aims of the AU include inter alia to "accelerate the political and socio-economic integration" of the African 11 18 These mandates which are enshrined in the Constitutive Act of the AU create broad legal basis for the AU and its institutions to establish regional policy and regulatory regimes on issues that affect Africa's economic integration and development, such as telecommunications/ICTs and cybersecurity governance. 19 However, the AU did not commence the development of concrete regulatory initiatives cybersecurity until after 2008. 20 A major factor that might have impeded the development of regional cybersecurity initiatives can be traced to the low penetration of ICTs in Africa prior to the widespread availability of wireless technologies within the first decade of the 21st century. One of the AU's first statements on the need to promote cybersecurity is found in the AU Draft Report on a Study of the Harmonization of Telecommunication, and Information Communication Technology Policies and Regulation (2008). 21 The Report emphasized the need for the establishment of a harmonized regional policy 14 The AU was originally established as the Organization of African Unity (OAU) by the OAU Charter on 25 May, 1963 24 The Declaration further recommended that AU Member States should adopt the proposed Convention by 2012. 25 In 2011, the efforts of the AU and UNECA led to the development of the Draft Convention for the Establishment of a Credible Legal Framework for Cybersecurity in Africa. 26 The Draft Convention was meant to harmonize the laws of African States on electronic commerce, data protection, cybersecurity governance and cybercrime control. Later, in June, 2012, the AU Expert Group on Cybersecurity (comprising experts from Member States and Regional Economic Communities in Eastern, Southern and Northern Africa) met in Addis Ababa, Ethiopia, to consider the Draft Convention. 27 The Draft Convention was subsequently adopted in September, 2012, by the AU Expert Group on Cybersecurity. 28 This was also followed by its approval during the 22nd Ordinary Session of the AU Executive Council in January, 2013. After that, the Draft Convention was to be presented for legal validation by the AU Justice Ministers Conference 22 See African Union (2008) 30 and also due to opposition from civil society groups and the academia.
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There were also concerns that the Convention was drafted without a wide consultation of relevant stakeholders in Member States, 32 and lacked critical cybersecurity governance mechanisms to facilitate effective legal harmonization and international cooperation. 33 A revised version of the Draft Convention was later adopted on 27 June, 2014, by the AU Heads of State and Government during the 23rd Ordinary Session of the AU Assembly in Malabo. 34 The Convention is known as the AU Convention on Cyber Security and Personal Data Protection 35 and basically aims to harmonize the laws of African States on electronic commerce, data protection, cybersecurity governance and cybercrime control. The Convention also defines the objectives for the information society in Africa and seeks to strengthen existing ICT laws in Member States and the Regional Economic 29 Communities (RECs). 36 With respect to cybersecurity governance and cybercrime control, the Convention recognizes that:
"the current state of cybercrime constitutes a real threat to the security of computer networks and the development of the information society in Africa" 37 and that this state of affairs underscores the need "to define broad guidelines of the strategy for the repression of cybercrime in Member States of the AU, taking into account their existing commitments at the sub-regional, regional and international levels". 38 Accordingly, the Convention adopts a "technology neutral" 39 language to establish substantive and procedural criminal law provisions which address cybersecurity governance and cybercrime control in AU Member States. Thus, aside from establishing substantive and procedural criminal law provisions on cybercrime, the Convention also imposes broad obligations on Member States to establish national cybersecurity policies as well as legal, regulatory and institutional frameworks for cybersecurity governance and cybercrime control. This approach apparently goes beyond that of the Council of Europe Convention on Cybercrime 40 which mainly requires Member States to criminalize cybercrimes by establishing substantive criminal law measures as well as procedural and international cooperation mechanisms for law enforcement. 41 The Convention will enter into force after it has been ratified by 15 AU Member States.
42 36 See Preamble, AU Convention on Cybersecurity and Personal Data Protection, 2014. 37 Id. 38 Id. 39 
MEMBER STATE OBLIGATIONS TO IMPLEMENT MEASURES THAT PROMOTE CYBER STABILITY
The Convention establishes obligations on Member States to implement measures that will promote cyber stability. In this regard, the Convention requires Member States to implement obligations that include: establishing a national cybersecurity framework; promoting a culture of cybersecurity; establishing national cybersecurity governance structures; protecting critical information infrastructure; establishing cybercrime offences and procedural measures; and, promoting international cooperation and legal harmonization. These obligations are discussed below.
OBLIGATIONS TO ESTABLISH A NATIONAL CYBERSECURITY FRAMEWORK
The Convention requires Member States to promote cyber stability by establishing appropriate cybersecurity governance frameworks. In this regard, Member States are required to establish a national cybersecurity framework that comprises a national cybersecurity policy and a national cybersecurity strategy. 43 A Member State's national cybersecurity policy is required to recognize the importance of national Critical Information Infrastructure (CII), and identify related risks using the all-hazards approach, while also outlining how the objectives of such policy are to be achieved. 44 The "all-hazards" approach to CII protection entails the protection of such infrastructure from all forms of threats, whether they originate from deliberate attacks, accidents or natural disasters. 45 In addition, the obligation to establish a national cybersecurity policy requires Member States to outline how their national cybersecurity policy will achieve the objectives of protecting national CII from identified risks.
With respect to the establishment of a national cybersecurity strategy, Article 24:2 of the Convention requires Member States to adopt strategies they deem "appropriate and adequate" when implementing their national cybersecurity policy, especially when undertaking initiatives such as legal reform and development, capacity building, public-private partnership, international cooperation and cybersecurity awareness raising. In this regard, the Convention recognizes the sovereign right of each Member State to adopt any strategy that it deems fit or appropriate in order to effectively implement its national cybersecurity policy. The obligation under Article 24:2 of the Convention also requires that a Member State's national cybersecurity strategy should define the organizational structures for cybersecurity governance, set objectives and timeframes for the successful implementation of the national cybersecurity policy, and also establish the critical basis for the effective management of cybersecurity incidents and international cooperation in such matters.
To a large extent, the Convention's requirement that Member States should establish cybersecurity policies and strategies appears similar to Article 7 of the European Union (EU) Directive on Network and Information Security (2016) 46 which also requires Member States to adopt 47 
"a national strategy on the security of network and information systems defining the strategic objectives and appropriate policy and regulatory measures with a view to achieving and maintaining a high level of security of network and information systems […]".
OBLIGATIONS TO PROMOTE A CULTURE OF CYBERSECURITY
Article 26 of the Convention establishes obligations on Member States to promote a culture of cybersecurity amongst all stakeholders (such as governmental institutions, businesses and the civil society) that develop, operate, or use information systems and networks. 48 In this respect, Article 26:1 (a) of the Convention declares that "the culture of cybersecurity should lay emphasis on security in the development of information systems and networks, and on the adoption of new ways of thinking and behaving when using 46 49 The need for the promotion of a culture of cybersecurity arises from the increasing interconnection of networks and the growing integration of networked ICTs to many of the essential aspects of daily life, including the provision of goods and services, research and development, innovation and entrepreneurship, and the free flow of information amongst individuals and organizations, governments, businesses and civil society. 50 This state of affairs implies that cybersecurity governance issues are not meant to be addressed only through the application of law enforcement or technological measures, but rather through holistic governance approaches that are widely supported by society. 51 The obligation to promote a culture of cybersecurity under Article 26 of the Convention requires Member States to take the lead in developing a cybersecurity culture within their national territories by promoting public awareness and providing education and training on cybersecurity. 52 
In this regard, Member States have obligations to
"adopt measures to develop capacity building with a view to offering training which covers all areas of cybersecurity to different stakeholders, and setting standards for the private sector". 53 This also includes the promotion of technical education for ICT professionals in both the public and private sectors through certifications and standardization trainings. 54 In addition, Member States are required to develop a public-private partnership model that will engage the participation of stakeholders such as industry groups, the civil society and the academia in promoting a culture of cybersecurity. 49 57 Under the Convention, the obligations to establish national cybersecurity governance structures requires the establishment of appropriate national institutions with responsibilities to tackle cybercrimes and respond to cybersecurity incidents, and also facilitate international cooperation in the management of such incidents. 58 Thus, within the context of those obligations, it is implied that every Member State should establish institutions such as a national cybersecurity agency and a national Computer Emergency Response Team (CERT). 59 The Convention also requires that national cybersecurity governance structures should be established within a national framework that can respond to challenges and issues affecting all aspects of cybersecurity at the national level. 60 In order to ensure the effective functioning of national cybersecurity structures, the Convention requires Members States to take necessary measures to establish clear accountability on cybersecurity issues at all levels of government by defining the roles and responsibilities of institutions [Vol. 12:2 in clear and precise terms 61 and also expressing a clear public and transparent commitment to the promotion of cybersecurity, including encouraging the participation of the private sector in governmental initiatives to promote cybersecurity. 62 
OBLIGATIONS TO PROTECT CRITICAL INFORMATION INFRASTRUCTURE
The Convention establishes obligations on Member States to protect CII. In this respect, Article 25:4 of the Convention requires Member States to adopt necessary legislative and regulatory measures to identify those sectors that are "sensitive" to their national security and economic wellbeing, and also to classify the ICT systems that are designed to function in those sectors as elements of CII. Although, the Convention does not define the meaning of CII, it however classifies CII in relation to the concept of "Critical Cyber/ICT Infrastructure". 63 Under Article 1 of the Convention the concept of Critical Cyber/ICT Infrastructure is defined as "the cyber infrastructure that is essential to vital services for public safety, economic stability, national security, international stability and for the sustainability and restoration of critical cyberspace". 64 The CII protection obligations under Article 25:4 of the Convention requires Member States to establish severe sanctions for cybercrimes and other criminal activities that affect ICT systems in critical sectors and also establish measures to improve the security and management of such systems. 65 Article 30:1(d) of the Convention also creates a CII protection obligation which requires Member States to "establish necessary criminal law measures to restrict access to protected systems which have been classified as critical national defence infrastructure due to the critical national security data they contain". 66 The Convention does not provide a definition of "critical national defence infrastructure", however, within the context the term would apparently refer 61 See Article 27:1(b) (i) AU Convention on Cybersecurity and Personal Data Protection. 62 See Article 27:1(b) (ii) id. 63 See Article 1 id. 64 Id. 65 to CII (critical cyber/ICT infrastructure) which are used to provide national defence services, such as computer systems that are used for national security or military operations.
The Convention does not explicitly classify the sectors that should be regarded as "sensitive" to the national security and economic wellbeing of Member States. Apparently, the absence of such explicit classification could be due to the fact that sectors which are designated as "sensitive" vary in different countries. 67 However, the common trend in establishing such classification is that where the prolonged disruption of a sector or infrastructure would affect the wellbeing of a State by causing severe economic dislocation or national security challenges, then such sector or infrastructure is generally regarded as being "sensitive" to the national security and economic wellbeing of the State and therefore classified as a "critical sector" or "critical infrastructure". 68 Such sectors include (but are not limited to) banking and financial services, governmental services, telecommunications services and ICT infrastructure providers, emergency and rescue services, energy and electricity services, health services, transportation services including traffic management services, and water supply and distribution services. 69 Generally, most of the sectors that are classified as "critical sectors" rely heavily on elements of ICT systems such as computer technologies and digital networks to function effectively. Consequently, those elements of ICT systems in critical sectors are classified as CII. Therefore, the CII concept is generally used to designate core ICT elements including interconnected and interdependent information network systems that are vital to the functioning of critical sectors and essential services in modern societies.
The essence of establishing CII protection obligations in the African context arise from the increasing penetration of ICTs in Africa 70 which has given rise to their growing integration in sectors that can be classified 67 as critical sectors. This increasing integration of ICTs in critical sectors is also seen a means of facilitating Africa's economic development and regional integration. 71 However, while African States have not achieved a high level of digitalization that is comparable to developed countries, the rise of digitalization in Africa has increased the reliance of critical sectors on ICT elements as well as interconnected and interdependent information network systems, to the extent that the disruption of such infrastructure by accidents or malicious acts could also cause the disruption of economic and social activities as well as public services, and thereby trigger national security concerns. 72 Therefore, African States are also vulnerable to cybersecurity threats which affect the elements of critical sectors that rely on information infrastructure usually classified as CII. This appears to underscore the reason why Article 25:4 of the Convention aims to enhance the protection of CII in Africa by imposing obligations on AU Member States to establish legal and policy measures for their identification and protection.
OBLIGATIONS TO ESTABLISH CYBERCRIME OFFENCES AND PROCEDURAL MEASURES
Article 25:1 of the Convention imposes obligations on Member States to criminalize substantive criminal acts that affect the confidentiality, integrity, availability and survival of ICT systems, and the data processed by such systems. This implies that Member States are required to establish offences that criminalize acts such as unauthorized access to a computer system, unauthorized interference with a computer system or data, and unauthorized interception of data processed by a computer system. In addition, 80 and preparatory offences relating to the misuse of computing devices, such as the unlawful production, sale, importation, possession, or making available of computer equipment, program, or any device or data that is "designed or specifically adapted" for the purpose of committing any cybercrime offence. 81 To some extent, the Convention's requirement that Member States should explicitly criminalize the above cybercrime offences appears similar to some of the obligations under the European Union Directive on Attacks against Information Systems (2013). 82 For example, the Directive requires Member States to criminalize illegal access to information systems, 83 illegal interference with information systems, 84 illegal data interference, 85 and illegal data interception. 86 Article 25:1 of the Convention also imposes obligations on Member States to establish effective procedural mechanisms for the prosecution of cybercrime offences. Such procedural mechanisms are basically meant to enhance the legal capabilities of law enforcement authorities to investigate and prosecute cybercrime offences, and they usually include measures to facilitate the search, seizure, or preservation of digital evidence, or the interception of electronic communications. While establishing substantive and procedural legal measures to tackle cybercrimes, Member States are also required to take into consideration the choice of language that is used in international best practices. 87 This implies that Member States are to consider the choice of language that is used in international 75 83 See Article 3 EU Directive on Attacks against Information Systems (2013). 84 See Article 4 id. 85 See Article 5 id. 86 See Article 6 id. 87 88 Apparently, this obligation aims to encourage Member States to draft substantive and procedural legal measures on cybercrime in a technology neutral language in order to promote the international harmonization of national cybercrime laws and procedural measures.
In addition, Article 25:3 of the Convention requires Member States to ensure that the establishment and implementation of legal measures for cybersecurity governance does not infringe the constitutional rights of citizens, such as the right to freedom of expression, the right to privacy, the right to fair hearing, and other fundamental rights that are protected under national or international law, including those established under the African Charter on Human and People's Rights. 89 This requirement appears similar to some degree with the approach that is adopted by the Council of Europe Convention on Cybercrime. Thus, the Council of Europe Convention on Cybercrime requires Member States to ensure that their procedural instruments for the investigation and prosecution of cybercrime do not violate fundamental human rights. 90 
OBLIGATIONS TO PROMOTE INTERNATIONAL COOPERATION AND LEGAL HARMONIZATION
The Convention establishes a framework to facilitate international cooperation on cybersecurity and cybercrime control within the AU. In this regard, Member States are required to 
"encourage the establishment of institutions that exchange information on cyber threats and vulnerability assessment such as Computer Emergency
THE STATUS OF THE AU CYBERSECURITY CONVENTION IN THE DOMESTIC LEGAL ORDERS
Having discussed the Convention's Member State obligations that aim to promote cyber stability, this section will discuss the legal status of the Convention in the domestic legal systems of Member States. 
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The Convention will enter into force after it has been ratified by 15 AU Member States. The AU report also showed that the signatures and ratifications were done in 2015, 2016, 2017 and 2018 with none in 2014 when the Convention was adopted.
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This slow pace of Member States towards signing and ratifying the Convention would hinder the timely achievement of its objectives such as the harmonization of cybersecurity laws in Member States. More importantly, the slow pace of ratifications also indicates that it will probably take some more years before the Convention can be ratified by the required 15 Member States in order for it to have legal force within the AU. This state of affairs practically impedes the sense of urgency that should normally characterize cybersecurity governance responses and also has the effect of slowing down the urgency of implementing the Convention's obligations.
However, it is also recognized that one of the major challenges to the effective implementation of international and regional legal instruments has been how to balance national sovereignty concerns 97 On the other hand, Francophone States that are Members of the AU operate a monist legal tradition. Under this tradition, international law and national law are regarded as the manifestations of a single conception of law since both laws are meant to apply to the conduct of the same subjects.
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The monist legal tradition is regarded as having its root in national law theories which see all law as the product of reason. Accordingly, the monist legal tradition allows international law or community law to become part of a State's national law without the need for an enactment to domesticate such international law within a State's legal system, provided that such law is reciprocally enforced by other State parties. Therefore, an AU Member State that operates a monist legal tradition would allow a regional legal instrument such as the AU Cybersecurity Convention to become part of its national law without the need for the domestication of the Convention within that State's legal system, provided however, that the Convention is reciprocally enforced by other Member States. For example, in the Republic of Benin which is an AU Member State that operates a monist legal tradition, Article 147 of the Constitution provides that treaties or agreements lawfully ratified shall have upon their publication an authority superior to that of laws, without prejudice for each agreement or treaty in its application by the other party.
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A similar legal requirement exists in other Francophone States within the AU.
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The Lusophone States within the AU also practice a monist legal tradition and establish similar requirements for the enforcement of regional legal instruments such as the AU Cybersecurity Convention.
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PROSPECTS OF APPLYING THE CONVENTION AS A FRAMEWORK FOR REGIONAL CYBER STABILITY
The AU Cybersecurity Convention holds several prospects towards promoting regional cyber stability in Africa. Such prospects arise from 105 See Oppong, R. F. (2008) n. 104, p. 11. 106 See Section 147 Constitution of the Republic of Benin (1990) . 107 See for e.g., Article 98 of the Constitution of Senegal (2001) which provides that treaties or agreements duly ratified shall, upon their publication, have an authority superior to that of the laws, subject to its application by the other party. 108 See for e.g., Article 11:2 of the Constitution of Cape Verde (1992) which provides that "international treaties and agreements, validly approved or ratified, shall be in force in the Cape Verdian legal order after their official publication and their entry into force in the international legal order, and for the time that they are internationally binding on the State of Cape Verde". See also Article 11:4 of the Constitution of Cape Verde which provides that rules and principles of general or common international law and of conventional international law, validly approved or ratified, shall prevail, after their entry into force in the international and domestic legal orders over all legislative and domestic normative acts of an infra--constitutional value.
the fact that the establishment of the Convention increases policy and regulatory awareness on cybersecurity governance, while also improving the harmonization of national cybersecurity regimes in AU Member States.
Other prospects of the Convention in this regard include that it imposes a range of positive obligations on AU Member States to establish national cybersecurity regimes, and also increases the possibility of imposing AU sanctions on non-compliant Member States. These prospects are discussed below.
INCREASED CYBERSECURITY AWARENESS
One of the major advantages of establishing regional legal instruments for cybersecurity governance is that they enhance the cybersecurity awareness of regional organizations and their Member States.
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As such, there are prospects that the establishment of the AU Cybersecurity Convention would help to promote cyber stability by increasing regional and national awareness on cybercrime and cybersecurity governance in Africa. Such awareness can also help to facilitate the establishment of cybersecurity laws and policies and other governance frameworks, such as CERTs in AU Member States that are yet to establish such frameworks. For example, as of June, 2018, about 40 States out of the 55 States of the African continent had established laws on cybersecurity, while about 20 States had established national cybersecurity policies, and, on the other hand, 18 States had national CERT frameworks. 110 
HARMONIZATION OF NATIONAL CYBERSECURITY REGIMES
Another advantage of establishing regional legal instruments for cybersecurity governance is that such instruments provide a model framework of minimum standards that will guide Member States in the development of their national cybersecurity regimes. In this regard, harmonization refers to the process of creating common standards within Member States that belong to a common regional or international intergovernmental body with a view to promoting uniformity in national laws and policies. Harmonization helps to coordinate different national legal and regulatory systems by eliminating or minimizing major differences in national laws and policies, and thereby creating minimum standards in a manner that makes them similar with each other.
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Within the context of cybersecurity governance, the harmonization of national cybersecurity regimes through regional instruments contributes to a large extent in minimizing national differences in such regimes and also helps in promoting regional cybersecurity cooperation. Thus, to a large extent, the AU Cybersecurity Convention's establishment of minimum standards that are meant to guide Member States in the development of their national cybersecurity regimes also has prospects to promote regional cyber stability through legal harmonization and cybersecurity cooperation within the AU.
IMPOSITION OF POSITIVE OBLIGATIONS ON MEMBER STATES
Apparently, the most significant implication that arises from the adoption of the AU Cybersecurity Convention by Member States is that the Convention imposes positive obligations on them to promote cyber stability by establishing legal, policy and regulatory frameworks on cybersecurity governance and cybercrime control. As such, every AU Member State that is a party to the Convention has positive obligations to establish national cybersecurity laws, as well as policy and regulatory frameworks that enshrine the standards under the Convention. Thus, under international law, the general principle of pacta sunt servanda which is expressed in Article 26 , a Communication which was brought before the ACHPR alleged that the Nigerian government had been directly involved in oil production through the Nigerian National Petroleum Company (NNPC) alongside other multinational oil companies, and that oil production caused environmental degradation and severe health problems amongst the Ogoni people of the Niger Delta. The ACHPR found the Nigerian government liable for not fulfilling its positive obligations under the African Charter as a result of its failure to take measures to prevent environmental pollution and promote sustainable development use of natural resources in Ogoni land. The ACHPR also held that a State is required to fulfill the rights and freedoms it freely undertook under the various human right regimes. 124 The possibility of holding a State accountable for the non-fulfillment of its treaty obligations has also been illustrated outside Africa Also, even where an AU Member State has not adopted or ratified the AU Cybersecurity Convention, there are still prospects that such Member State can be held accountable for failing to establish adequate cybersecurity governance frameworks that will ensure the protection of the human rights guaranteed under its national laws, or under Africa's human right treaties. This is because the guarantee of human rights in national laws or international treaties imposes obligations on States to ensure their protection, 127 and also gives rise to citizens' expectation that such rights will be protected by the State. Therefore, the mere fact that an AU Member State has guaranteed human rights in its national laws or as a State party to any of the AU's human right treaties would trigger obligations to protect its citizens from malicious cyber acts that can infringe on those human rights. For example, malicious cyber acts such as hacking and denial of service of attacks can infringe the exercise of several human rights including the right to privacy, 128 the right to receive information and express ideas, 129 the right to freedom of association, 130 and the right to education. 131 As such, there exists a legitimate expectation by citizens that their fundamental human rights will be protected by the State against malicious cyber acts, which can impede the exercise of those rights. Consequently, if an AU Member State that has not signed or ratified the AU Cybersecurity Convention has also failed to establish adequate measures to tackle cybercrimes that can infringe on the exercise of the human rights guaranteed under its national laws or under African human right instruments, then such Member State would be failing in its obligation to protect those rights.
THE POSSIBILITY OF AU SANCTIONS ON NON-COMPLIANT MEMBER STATES
Another significant implication of the AU Cybersecurity Convention with respect to the promotion of cyber stability is that it would enhance the possibility of applying AU sanction mechanisms against Member States that fail to fulfill their obligations under the Convention when it enters into force. Thus, AU Member States are generally bound to comply with the "decisions and policies" of the AU including those made by the AU Executive Council and the AU Assembly The AU Cybersecurity Convention clearly constitutes a decision and policy of the AU. 133 As such, once the Convention has entered into force, Article 23:2 of the AU Constitutive Act would provide a legal basis for the AU to administer sanctions against Member States that fail to implement their obligations under the Convention. However, despite the existence of sanction mechanisms within the AU's governance framework, the AU has rarely applied sanctions for the purpose of promoting the national implementation of its legal instruments, or for the purpose of facilitating the transposition of such instruments in order to promote legal harmonization amongst Member States. of the unconstitutional overthrow of governments 135 and non-payment of membership contributions, 136 however, it appears that sanctions have not been imposed on the authority of Article 23:2 of the AU Constitutive Act. 137 
CHALLENGES IMPEDING THE CONVENTION AS A FRAMEWORK FOR REGIONAL CYBER STABILITY
There are several challenges that impede the application of the obligations under the AU Cybersecurity Convention for the purpose of promoting regional cyber stability. These challenges include the absence of capacity in terms of expert personnel that will facilitate the development and implementation of national policy and regulatory frameworks for cybersecurity governance, and the administration of national cybersecurity agencies and CERTs. 138 There are also peculiar challenges arising from the absence of requisite institutional capacities in terms of cybersecurity governance and cybercrime law enforcement. For example, law enforcement authorities in many African States still lack capacities to detect, investigate and prosecute cybercrime. 139 Although there have been various initiatives to build capacities in law enforcement authorities in some States, it however, appears that such initiatives to a large extent have not yet achieved the intended results. Weak institutional capacity is reflected in terms of lack of up to date technological tools to enhance law enforcement and lack of awareness amongst law enforcement officials. 140 Another indicator of weak institutional capacities is the absence of functional national CERTs and national cybersecurity agencies and to coordinate responses to cybersecurity threats in most African States. 141 The challenge of weak institutional capacities can also be traced to the poor funding of cybersecurity governance initiatives. 142 [Vol. 12:2 of cybersecurity initiatives has been responsible for the absence of expert personnel that would facilitate the development and implementation of national policy and regulatory frameworks for cybersecurity governance and also assist law enforcement authorities in the prevention, investigation or prosecution of cybercrime. In addition, poor funding has limited research and development initiatives that would promote regional cybersecurity governance within the AU. To some extent, the poor funding of cybersecurity initiatives by African governments has been caused by the fact that cybersecurity is not really considered as a national security priority in many African States. This is also not unconnected with the fact many African States face physical national security challenges such as terrorism which policy makers usually consider more pervasive than cybercrime and other cybersecurity challenges. 143 Another major challenge that has hindered the application of the Convention's obligations as a framework for promoting regional cyber stability is the slow pace that has characterized both the signing and ratification of the Convention by Member States, and the development of national policy and regulatory frameworks for cybersecurity governance in many Member States. To some extent, the challenge of slow responses appears to characterize the development of ICT regulatory initiatives in Africa. 144 The slow pace of responses can be traced to factors including lack of awareness amongst policy makers and legislators in Member States, 145 which may have resulted from factors such as the lack of a broad consultation of key stakeholders that drive policy and legislative processes in Member States during the development of the Convention. 146 This is also compounded by lack of capacity in terms of expert personnel to drive the development of national cybersecurity governance frameworks 147 which then results in much reliance on technical assistance from international organizations 148 and their consultants. 149 In practice, however, a country's request for such technical assistance from an international organization may not be timely, which further contributes in slowing down the pace of developing national policy and regulatory frameworks for cybersecurity governance in Member States that request assistance. National budget constraints also impede the timely development of national cybersecurity policy and regulatory frameworks in many Member States who are challenged by other development concerns which are considered priority areas that require increased government funding such as curbing the spread of HIV/AIDS, tackling widespread poverty, and promoting the sustainable exploitation of natural resources. 150 The slow pace of responses can further be traced to the absence of a dedicated and effective regional institutional governance mechanism that would promote the ratification of the Convention by Member States and also monitor and facilitate the development of national cybersecurity governance frameworks. This state of affairs appears to be resulting in a poor regional coordination and harmonization of cybersecurity frameworks, while also limiting prospects for regional cybersecurity cooperation and the dissemination of best practices. In addition, the large size of the AU with its 55 Member States and their diverse national legal traditions, and how they receive and implement international treaties is also a major challenge to the effective application of the Convention [Vol. 12:2 as a framework for promoting regional cyber stability and harmonizing cybersecurity governance measures in Member States.
RECOMMENDATIONS
Article 32 of the AU Cybersecurity Convention provides for the establishment of a monitoring and operational mechanism for the purpose of implementing the Convention. The responsibilities of the Convention's operational mechanism include: (a) promoting the adoption and implementation of measures to strengthen cybersecurity in electronic services and combating cybercrime and human right violations in cyberspace; and (b) advising African governments on measures to promote cybersecurity and combat cybercrime and human right violations in cyberspace at the national level.
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The Convention's regional monitoring mechanism has not yet being formally established. However, the above mandates under Article 32 of the Convention may be broadly interpreted to create a regional network agency that is similar to the European Information Security Agency (ENISA).
152
The ENISA was established in 2004 by the European Commission 153 to promote cyber security and critical information infrastructure protection. The Agency serves as a center of excellence for Member States of the European Union and European institutions on cybersecurity issues. Its responsibilities include providing advice and recommendations on cybersecurity and disseminating information on best practices.
154
Given that the slow pace which has characterized both the signing and ratification of the Convention by Member States and the development of national cybersecurity governance frameworks in many AU Member States can also be traced to the absence of a dedicated and effective regional institutional governance mechanism that would promote the ratification of the Convention by Member States and also monitor 151 the development of national cybersecurity governance frameworks, it appears imperative for the AU to formally set up the regional monitoring mechanism established under Article 32 of the Convention. This is also necessary in order to improve the regional coordination and harmonization of cybersecurity governance frameworks, while also increasing prospects for regional cybersecurity cooperation and the dissemination of best practices. Such a measure would go a long way towards harnessing the application of the Convention as a framework for promoting regional cyber stability. In addition, it is imperative for African States to take other measures such as: promoting cybersecurity governance as a core regional security priority; improving the funding of cybersecurity capacity building initiatives to enhance the development of a pool of skilled personnel; promoting awareness amongst policy makers and legislators; and, improving funding for national cybersecurity initiatives including the operation of National CERTs/CSIRTS and law enforcement institutions.
CONCLUSION
Africa still lacks efficient capacities and resources for cybersecurity governance. This absence of capacities and resources remains a major factor that has contributed to creating an enabling environment for rising cybercrime trends in African States.
155
The adoption of the AU Cybersecurity Convention indicates Africa's awareness of cybersecurity concerns and also signals its interest in promoting cyber stability at least from a regional perspective. However, while there is no doubt that the AU Cybersecurity Convention seeks to promote regional cyber stability, the achievement of this objective is dependent on the timely implementation obligations that arise from the Convention, as well as on the ability of the AU to coordinate and monitor its implementation by Member States. In order to achieve such desired outcomes, the AU and its Member States may have to consider taking timely steps towards addressing the highlighted challenges that impede the application of the Convention as a framework for promoting regional cyber stability.
